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Cybersecurity, Risk and Digital Resilience 

Course Duration: 2 Days

Course Overview:
This two-day course addresses the topics of cybersecurity, IT risk and digital resilience from a managerial perspective, with the aim of familiarize non-technical managers with the critical responsibility to understand digital threats and build digital resilience. The course present participants with a current overview of digital threats, outlines managerial responsibilities, and introduces frameworks and best practices that allows managers to engage in the conversation about digital threats and resilience as a management topic. 

Content[footnoteRef:1] [1:  The client is entitled to require additional customization and greater focus on specific aspects of the syllabus. Any requests for additional coverage can be accommodated.
] 


	
	
	DAY 1
Understanding the threat


	Time
	Duration
	Content

	From
	To
	Hours
	

	09:00
	10:30
	1:30
	Session 1: State of digital security
· Cybersecurity trends
· Malware, ransomware, phishing and other threats
· Geopolitics and cyber threats

	10:30
	11:00
	0:30
	Break

	11:00
	12:30
	1:30
	Session 2: Decomposing an attack
· The cyber-attack ‘business model’ 
· Phases and steps in an attack
· Cross-industry trends 

	12:30
	14:00
	1:30
	Lunch

	14:00
	15:30
	1:30
	SIMULATION: Under attack 

	15:30
	16:00
	0:30
	Break

	16:00
	17:30
	1:30
	Session 3: Roles and responsibilities
· Board responsibilities.
· Managerial responsibilities
· Cybersecurity professionals
· Engaging with external partners
· Governmental agencies and 








	
	
	DAY 2
Building digital resillence

	Time
	Duration
	Content

	From
	To
	Hours
	

	09:00
	10:30
	1:30
	Session 4: Legal and regulatory frameworks
· Cybersecurity regulations, such as EU’s NIS directive 
· Policies and guidelines
· National resource centres

	10:30
	11:00
	0:30
	Break

	11:00
	12:30
	1:30
	Session 5: Governance frameworks
· The NIST framework
· ISO standards 
· Prevent and prepare for attacks
· Protect against intrusion
· Respond and recover

	12:30
	14:00
	1:30
	Lunch

	14:00
	15:30
	1:30
	PRACTICE CASE: Rebuilding digital resilience  

	15:30
	16:00
	0:30
	Break

	16:00
	17:30
	1:30
	Session 6: Future outlook 
· AI and cybersecurity
· Digital crime and physical effects
· Critical infrastructure



Certification:
Participants who successfully complete the course and pass the assessment will receive a certificate of completion in Cybersecurity, risk and digital resilience for managers.
Target Audience:
This course is primarily addressed to non-technical managers in the shipping industry that needs to engage in the critical conversations about digital threats, risk and resilience. International trade and supply chains are increasingly subject of criminal activity seeking to disrupt supply chains on political or economic grounds. In consequence, the digital risk and resilience is a subject that has moved from the sole responsibility of technical experts to an a critical managerial conversation. A secondary target group is technical managers who wants to learn how to engage with non-technical managers in this conversation. 
Note: The course content may be subject to updates and modifications based on the latest developments in digital threats and the best practices of resilience. Participants are encouraged to stay informed about emerging trends and innovations in this field.
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